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KEY CHALLENGES OBSERVED

* Non—Financial risks are often managed in Excel, leading to inconsistency
in files used to support Risk, Compliance, or Audit Functions.

* Suboptimal qualitative risk aggregation and data integration.

* Time-consuming pivot tables to manually copy/paste in PPT for
management report (This approach is prone to errors).

* Sub-standard management reporting.

* Lack of real time risk monitoring, especially on most important topics
to be handled by Senior Management (e.g. cyber threats).

* Lack of dedicated resources to prepare management reporting.

* Recent outbreak of COVID-19 evidenced the need to have a risk

management approach also for firms that are not subject to regulatory
requirements (e.g. management of business risks).

MAJOR IMPACTS ON BUSINESS PRACTICES:

Inability for management to take optimal risk/return
decisions or unreliability of risk reporting due to poor data
quality.

Incapacity to anticipate risks, and usually P&L

impacts following occurrence of risks.

Ad-hoc or incomplete internal control mechanisms.

Inefficiency in meeting changing regulatory requirements
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MARKET GAP:

RISK MANAGEMENT TOOL

* Based on observations, the best practice is to automate analytics and
production of reports (and avoid using manual Excel).

* Existing tools do not integrate a data model that is sufficiently reliable to
consolidate all information and produce dashboard or reporting in one
single place

* Existing GRC tools do not provide reliable solutions covering all domains
contributing to a sound management of Non-Financial risks including
Operational Risk, Privacy, Business Continuity, Cyber Security, Compliance,
or Internal Audit.

BUSINESS CONCEPT

A tool offering a comprehensive solution, based on
modules with user interface enabling production of
analytics and management reporting.

Software designed to substitute standalone Excel files.

Complete GRC Suite producing reporting directly in the
tool itself.

Efforts and workload from 1st line of defense

representatives will be reduced by having all modules
within 1 single tool.

This will ensure a smooth embedding and deployment of
risk culture.
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GRACE CONNECT GRC SUITE

The GRC Suite has been designed to include all relevant modules supporting a smart and
efficient deployment of a risk culture within your organization, while ensuring a smooth
adherence to regulatory requirements.

KEY DIFFERENTIATING FACTORS

« User friendly interface easy to use allowing a quick « Sophisticated Data Model supporting an effortless use of
understanding of all functionalities. the GRC Suite.

« Contains graphs, KPI’s, and narratives that will allow to e The Suite is fully customizable at reasonable cost, with

manage risks pro-actively instead of reactively. deployment performed depending on your size, complexity,
and maturity of existing risk framework.

« Time dimension is embedded in the GRC Suite as it is usually « Embedding of best market practices and advanced risk
better to anticipate risks and delivery dates. management evaluation tool (e.g. Cyber Security, GDPR,...).
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GRACE CONNECT GRC SUITE:

SHORT INTRODUCTION

The GRC Suite is based on intuitive and logical structure composed of
separate modules. Through an innovative way, the GRC Suite makes the
approach to manage non-financial risks smoother, smarter, and more
efficient.

INDICATORS /
MODULES EMBEDDED Pl PROJECT
AUDIT & CMMI DATA
RISK
DATA NEW MANAGEMEN
BCM COMPLIANCE QUALITY BRODUCT Taa
Assessment
COMPLIANCE DATA
Ai:::::.ll;t QUATERLY QUALITY Self- POLICY
REPORTING Assessment
CLIENT COMPLIANCE EVENT
CMMI THREAT

SYSTEM

Home

News feed

Dutch begin COVID-19 vaccinations last
EU nation t...

THE HAGUE Netherlands AP Nearly two weeks after
most other Eurcpean Union nations the Metherlands
0.

[ Head more :|

UK goes into Tier 4 lockdown
variant of COV...

Englands chief medical officer has info
Heaith Organization that the new coro

| Head more

Risk category (Open)

Tas
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INTUITIVE TOOL WITH A

USER-FRIENDLY LOOK AND FEEL

List of subscribed modules for 7
comprehensive and clear overview

home page

Shortcuts to

user-preferred modules

Dutch begin COVID-19 vaccinations last
EU nation t...

THE HAGLIE Netherlands AP Mearly two weeks afoer
et other Furopean Unsan natart the Matarlande
L= BN

UK goes into Tier 4 lockdown as new

vanant of COV...

Englands chief medical officer has informed the World

Health Crpanizazian that the mew coronanines <.

| BB View sl news feed .': I:. & Add new 'I

Europes Summer Unravels With Cowvid
Spikes and Trav...

If this summer was supposed to offer hope that

COronavIrLS wat under contral in Europe spikes i cas.

Total number of Incident (New)

5

& G102

O T

Total number of Data Breach (MNew)

3

0012021

&l IS OBCMESIE

Risk category (Open)

The interface is designed to:
minimize user clicks find information
in the shortest time possible.

Task priority

Quick links

B Al Tack:

@ AN inesdents

B ANl Tacks

il Fisk Decails

Event calendar

Calendar - the time dimension in the
GRC tool is a key differentiating
factor from other GRC tool.
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GRC SUITE ARTICULATED
AROUND TASK TRACKING

All modules are designed to feed the Tasks tracking, putting organizations in action and enabling
users to easily access their own tasks stored in the GRC Suite, even if they were created by another
user and assigned to them.

BUSINESS RESILIENCE

= BCM BI Assessment
= OpRisk SCA » BCM Risk/self Assessment
» Mitigation  Cyber Security Self-Assessment
» Risk management Self-Assessment

ORGANIZATION MATURITY SCANNING

Cyber security Risk Management
(Threat Radar, CMMI Capabilities,
CMMI Assessment)

Business continuity
management

= System « InfoSec CIA Audit Report & Findings (Plan,

» System BIA = Pen testing Execution, Capacity planning,
= IT GCA = Pen test Findings Time management)

Data Quality Management
(Data quality self assessment,
Data Dictionary)

Risk Management

« Data Dictionary » * Project Management
Data Quality * Process Management

GRACE CONNECT
TASKS AND
Py Clent Complaints EVENTS TRACKING

= GDPR Compliance Assessment
« Qutsourcing Risk Assessment » = Data Privacy Impact Assessment »
Vendor Management Registry of Processing Activities
= Legitimate Interests Assessment
« Compliance Quarterly Reporting - Compliance Trainings KPI Dashboard Crisis Reporting

« Compliance Regulatory
« Compliance Producers « New Product

REGULATORY AND COMPLIANCE Gverviow at Grace Sonnect EMERGENCY AND INCIDENT MANAGEMENT

GRC Suite framework

« Policy framework

Incidents Data Breach
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EASY TO USE FORMS

User input forms are intuitive and include all required information to be reported / included in KPI's and graphes.

New Risk Rame | Risk ¢ Hew Bl
New Risk x

Bigk Eype = Riiad I3 =

FOXDO0NEI0 156

Risk type * Risk ID *

D | cooooonores

. Risk short desciption *
Righ owner = D parpImnng =
oAb B S Risk short desciption
SysLem mame Progass LT
em - = Company name *
Rk cotegury beeel 1 # Risk ravegory brved 2 — Select company neme — =1
Risk owner * Dagartment *
Fisik full descnption
System name Process L1
— Select system name -- v — Select process LY — .
Risk category level 1 * Risk category level 2
10000 wot ol retmaining — Select risk category level 1 — v — Selectrisk category level 2 — -
ROt Clirke ™ Ky Hegk =
Cither . M
User input form Drop down window for input of information in related objects (New Process risk).
(New risk) This enhances controls and reduces manual errors (input failures).

All data fields are selected and designed to meet client requirements, comply with industry best practices and regulatory expectations.
Similar approach for input form is used in all modules of the GRC Suite.
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HOMOGENEOUS LIST VIEW

THROUGHOUT ALL MODULES

Once information is introduced by users in the GRC Suite, a list view is available with all columns and
metadata. From this list view, users can:

directly access Graphs or KPI’'s views download in PDF or XLS format directly print out the list view
Eﬂmplalﬂts List + Mew Complaints eo

Show oo entries Search N B B &%
COMPLAINT COMPLAINT COMPLAINT
COMPLAINT FINAL MAMNAGED COMPLAINT RECEIVER HANDLER
SR NO, COMPLAINTS NAME COMPLAINT TYPE L CONTRACT ID PRODUCT CLASS ORIGINATOR DRIGINATOR INTERMALLY? RECEIVED FROM ACTIVE HANDLER HANDLER 1D DEPARTMENT
1 malfunctioning of an ATM Other 7894 - - | Phane | - Compliance_Director Banking ~ BKCOMP Compliance I
2 payment software not 5678 n “ Compliance_Director Banking  BKCOMP Compliance
operational
3 <eil order not placed 1452 - - m - Credit_BO_agent Banking BKCBO Credit Back Office
4 ordered credit card never 578 m - - Other “ Credit_BO_agent Banking BKCBO Credit Back Office
received
5 Unsatisfactory settlement “ 000001 234567/324 - - m - Complaint_agent Insurance INSCOMPLAINT  Complaint Management
offer
6 App for Life Insurance m 00000012453687 m Ottt - - m Complaint_agent Insurance INSCOMPLAINT  Complaint Management
COnNirach ﬂl&ﬂ.ﬂg&ﬂﬂﬂﬁtﬂﬂ'
J Incoming complaint from Mrs. m 00000013456738 - - E Complaint_agent Insurance INSCOMPLAINT  Complaint Management

Giuditta Ambrosol

» The user interface is the same for all modules included in the GRC Suite: users get familiar with the interface quickly and are comfortable using new modules.
e The view can be modified by adding, hiding, sorting, filtering columns depending on user’s preferences and needs.
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WORKFLOW-BASED INCIDENT

MANAGEMENT MODULE

Incident page enables users to record and manage incidents in Grace Connect.
Not only Operational Risk incidents, but also other categories such as:

data quality issues cyber security incidents

data breaches (GDPR requirement)

Incidents List

Remediate |

Show sa entries Search Eati breach - Payment made to wrong Connection issue switch box located in Unavailability of data center i Unavailability of network i
an Server room
 Covatia! R et R
INCIDENT INCIDENT Difference; 3 Years 3 Months 28 Days Difference: 3 Years 4 Months 7 Days :3:::”3:- o :l".":alrs' 5 Months 7 Days E':iﬁ"*‘:"':"f: fr""""lrf' 5 Months 3 Days
D INCIDENT TITLE TYPE CATEGORY Rigk rating: Very low Risk rating: Very low tisk rating: \ery low isk rating: Very low
CHEDTimss 13 (WD) el '
166  server damage 1o 3 fire in (T | Dparational Hish | Darmage to physical assets L8 7 | CMIETL et
room
Fraud case In LifeCo Data breach - 2183 documents sent to D3 Desach =S Aoouments sharedwin: Correction 86 contract_complain ~
165 Wroog credit interesy rate Complaint received from client wrong customers by post wrong client
oo e — Lopmmors i
ale L -. o LS L _;ﬁ . . . c .
&4 inf E, < £ail Differenoe: 3 Years 3 Monthes 14 Days Differance: 3 Years 2 Months 18 Dan Defference: 3 Years 2 Months 18 Days E:Tr"':: - ::"”‘lrll’ '1' Manths
1 [ANSOMWYATE nformation Security failure Bk s Vs vy H.lr:!;”:;; 1..-.--:::|;-¢ Wonths ¥e Rixk titicug: Very fow ik rating: Very bow
163 [ata leackage Cybaer Security Cyber security incident m LORES6
162 Mﬂlﬂﬁg Lyher Securily C!r't?['r 5L’EU5iﬁ' incident Data breach - 2183 documents sent o incident test RBS o Egir[:ﬂf;i?g—RFalﬂlﬁEﬁ SUrrEHUEJ’ &
wrong customers by post Accounting system failure R
161 phishing attack by email Cyber Security Cyber security threat monitoring P oesationsl Ak T meeatiorsl Ri
- . Difference: 3 Years 2 Months 15 Days Difference: 2 Years 12 Morihs 3 Days e DA A ”Tfﬂmmu_ - ﬁ:'l.l il
159 Failure of an Infusion pump Business disruption & system fallure Risk ratini: Very low kbR Vi Risk rating: Low sk ratinig: Viay o

Simple list view (all incidents)

ENCTO00OUT T

Incident tracking view (all incidents)

Incidents are listed and illustrated with predefined graphs and are an input to Key Performance indicators.

This allows users to have a direct views on burning issues with possible P&L impacts.

| LOMET5

Possible connection with JIRA (through API)
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WORKFLOW-BASED INCIDENT

MANAGEMENT MODULE

A set of KPI's and graphs has been pre-defined in the GRC Suite to provide users and
management with a clear insight on critical issues that require immediate attention.

Total number of Incidents Tatal number of IRcidents Total number of Incidents incidents type Status
{Cpen) (MNew)
B l | ‘ 0 Q22023 | I I
0% increase 0% Increase
Total number of Incidents Total number of Incidents Total number of Incidents
(Closed) (High) (High & New)
() AR 5 l Total incidents per quarter Tetal financial impact per quarter
Q023 DOQAR023 | I
& 0 bcreass & 0% increase o
. : e 197000
L : A g 1N
Total number of Incidents Total number of Tasks (Active) Total financial impact = -
(High & Closed) - WIS o000
- .=MN0
45 610.000 € b .
U o o ey x| Lo s Rk 1y gkl nE g | Ll AR a1 1 Q17 e o, TR 0t
D Q2023 0 Q22023
T 0 T edse & 0 increass
Incrdenis per maonth (2023) Imcidents (Top 10 financkal Impact)
f_‘)pen if'l':il:!'E'I"IlE b}" C o nt}r IQEIIGEH] “'EEIUESIS frﬂm SUPENIEDIF . ‘.-' Rt cdime b o pLne TS ] (RO i
EU”'IDTIW ___" "_I ¥, WAL Dl THT w3, iy —
ik _.-' Y F, T s v e L B =i e
’ i, = i
F I'-\. . Thidl wrme resmdng ry | bege L]
3 i LY A ChyPiiele; BiIAESE BT | RS § LEOSOO00
L g e sk prgEr A e i
o [N Lo 10000000
Bg LREra rEgnieT agheal R[]
Wnong Ceivslaiien ol B b [P o]
-] g - .= L] = b
1 = =Y [ i [T WL .
KPI's view (all incidents) Graph view (all incidents)

KPI's and graphs uploaded in the GRC Suite provide a comprehensive view on incidents.
For advanced users, additional KPI's and graphs can be added upon request.
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POLICY FRAMEWORK IN A

CENTRALIZED REPOSITORY

The Policy framework module provides GRC Suite users with a single repository of all internal (or
group) policies. Specific details of policies such as name, version, approval dates, next review date,
policy owner, regulatory references, etc are stored and updated.

a0

Show ' =0 entries Search N B B &8 ©

POLICY
POLICY CONFIDENTIALITY POLICY POLICY POLICY SUBJECT TO

POLICY ID POLICY NAME DEPARTMENT VERSION LEVEL TYPE CATEGORY DOMAIN COMPLIANCE REVIEW
POLO000000049  Code of Conduct Data Governance 0.3 m General povernance requirement Governance Policy n I
POLOOO000004T  Payment innovation Policy Payment & Cash Management 1 General governance requirement  [Ront oo e n
POLOODOODO0GS  Product Innovation Palicy Innovation & New Technology 0.1 m DCa .';,'{a{l Local Policy Governance Poficy n
POLOOOODO0G4S  Data Privacy Policy Legal 0.2 Cloud Computing n
POLO000000044  Sustainability Policy Innovation & New Technology 0.3 Group Policy General governance requirement n
POLO000000043  Investment Policy Back Office - Life " Risk management - Article 44 5 [ o |
Pol_42 Emergency concept for Risk Management 4.2 Other u

reducing counterparty Nsks in

banks and similsr Service

providers
Pol_41 Appointing authorized Risk Management 0 m Other “

v Easy Downloading of the list of Policies with the XLS-based or PDF-based functionalities.
v A set of graphs and KPI's is also available for users and management.
v Policy documents are accessible directly within the GRC Suite (see also Document Management).
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POLICIES ASSESSMENT

(PART OF INTERNAL CONTROL)

ELC epreerl Home / ELC
Total number of ELC Total number of ELC Total number of ELC
39 3 (VP or P)
C.l Q_l._-":t-zﬂ 1 6
“Entity-level Control” assessment module - - | |
Total number of Task Total number of Task Total number of Policy with ELC
(New) {with High priority & Cpen) (Increasing trend)
To ensure compliance with local regulatory requirements 1 1 11
Q22020
and/
or expectations from a parent company, an “Entity-level Design score of ELC (Q2/2020) performance score of ELC (Q2/2020)

Control” assessment module is available in the GRC Suite.

This module will allow policy owners to assess the design of
their policies and the extent to which they are operationally
and by design effective in their organization.

ELC score (Q2/2020)

Graph view (all incidents)
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PROCESS-BASED ORGANIZATION

AS A BACKBONE

There are various ways to look at an organization, especially depending on its size, complexity of products, and operating processes.

The GRC Suite is designed to integrate a Process view enabling users to map out:
risks, controls, incidents | BCM business impact analysis | data quality issues | audit findings linked to business processes

CuIpnEs Home / Process List

Process | Graphical view |

Process List

Process L1 per Department

Show  so0 entries Search
Tota!l number of Process L1 per depariman:
=0
9
D PROCESS TITLE PROCESS ID PROCESS L1 PROCESS L2
L
3 25 18
| , . : & 1313 12 12 g 4
220 Medical supplier onboarding PROOGO0000220 Health care Medical supplies I B 7 &5 § g & TETEE 2 K
0 Il.lll.;f-l-l'".-.-----_-
£ . LS "y " ." L5 3
# {:{‘ }I:'i .\‘h\'«':\ 3“ t_r .:r".- +£_I"| '.—:'_:. -\.H:f* i -.;’_-!" a ‘h; _\..._‘-"‘. = L.'-. pe *\.F P o 'H..."-. oF .\_'_I-t .'J"’
.‘_':}1-‘:.. . r.:l i .\.-'*L $'-‘:: _.-;-'!;'t .,"-Hh { "Fl:‘ iri‘ 5 a'.'f".rk_'.:_,:- eﬂﬁp = i " = £ 1':} ._';|:!"-r
W A Fob @ TP W & F (T o

219 IT software development PROO000000219 ICT

(aDLC)

Process L1 per Function
218 Process payment of incoming PROO00O0000218
invoices

Finance & Accounting

Tatal number of Process L1 par Function
200

217 Business development: selling ~ PRO0OCD0000217 Consulting services Business development 196
SecurePort to new clients

216 Gain new clients for Grace PROOOCOD0D216
Connect

Client acquisition 14 12 9 3 2 2 2 2 1

111

5 r. # . » L i 7
Human Resources cF +4 2 & " > &

215 Career management of PROGOOO000215
consultants

The purpose of the GRC Suite is not to design processes, it is to ensure that GRC related modules are linked to processes. This will allow users to have a
consolidated view on all related items cutting through a process.

For smaller organization, a view per department is designed by default.
e = - 0000n0n0n0n0n0n0n0n0nnnn~~~~~000O0OOOnnrraaaaaSaS.ss—-—————e——e———e e
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AUDIT REPORTSAS A

CORNERSTONE OF THE GRC SUITE

As third line of defense, Internal Audit is testing the operating effectiveness of control activities embedded in business operations.
These tests are formalized in audit reports stored in the GRC Suite and linked to processes.

Audit Report List T G one e
AUDIT REPORT LIST AUDIT TRANSVERSAL VIEW
Total number of audit report Total number of audit findings
Audit Report List + New Audit Report e 10 75

Show 1 entries Search
o 1) = s o Total number of high findings
34

ALDIT AUDIT ALDIT

SR. NO iD REPORT NAME REPORT ID COMPANY NAME REPORT OWNER
Total assessment

] 20 Bank's |T systems secyrity ARPOOQODOO020  Universal Bank ALUDIT Director
2 19 Effictency of the loan ARPOOOODO0019  Universal Bank AUDIT Director

grigination process
3 i8 Client account opening ARPOOOODO0OOTE Universal Bank PCM _ Director B
4 17 ' it ARPOOOO000017 Uni I K A ting Dire

Begulatory reporting activities niversal Ban ccounting_Dire Rlsisd by - A Fapart pei depatrment s
5 16 Insurance practices ARPOODODO0016  Grace Connect SARL GC_admin Kevirs

Total sember of audr per departrnent

6 15 new test by gajanan - ARPOOO0O000015  Life Insurance Co Admin User

020372021 5 §

7
7 14 2020 Annual Audit ARPOOOODCOOY4  Telecom 25 I 4 | :
B 53 iE_fEF!ﬂIH‘IE "!"R PD D'D"I:I EH:IDD.I 3 TE‘!E{CII‘T'I infernzl Audis Rizk Third Parry Irformasicn
Managemrst Technglogy
List view of all Audit reports stored in the GRC Suite Graphs and KPI's for Audit reports

Audit reports stored in the GRC Suite are available to users and management (with restricted access rights), so that they could consult audit observations, findings,
and track the progress on closing audit recommendations at any time during the life-cycle of the audit and during the implementation of remediation measures.
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AUDIT RECOMMENDATIONS

MONITORING IN GRC SUITE

Monitoring of audit recommendations is available in the GRC Suite.
A dedicated set of KPI's and graphs is available to users and management to ensure a comprehensive view on all findings. o e

be synchronized
with MS Outlook

Audit Finding S Home  audn Finding Lit Rating / Importance Finding Status [ today | January 2021
Sun Mon Tue Wed Thu Fri sat
Total number of audit finding Total number of finding
135
5 a B Q

v ik 12 3 14 16
Total number of audit finding Total number of finding (Overdue) l
(Overdue)
135 23

£ D6/06/2023 Audit findings per department

Y

il

o 0erDBr2023 Saivic ALCOUNT

L

19

o L [

r L =+
- - 1
4 & [ =] =

gl

Cormpligrce == 2
. [ ErlwiFil it u
Total number of findings (New) Tatal number of findings Total open findings for solvency .o RO — ]
(Closed) ik Warag Bl -
P e hings Marfdgemunt m— :
Back Orificn A : 3
D D 2 aTral At — I'I'_"F il.-'r-'- a .- P |
0 Q2/2023 D Q22023 == : 10 & B : 50 50 cortacter fournisenr
KPI's on Audit findings Graphs on Audit findings Calendar view of Audit findings (High)

When clicking on KPI's or graphs, GRC Suite users will automatically filter the list of all related objects, thus enabling faster research and analysis. Because
remediation of audit findings with high importance is critical for an organization, the GRC Suite will post an entry in the Events Calendar module, enabling
user notifications to be issued ahead of the agreed due dates.
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RISK MANAGEMENT

ENABLED GRC SUITE

The Risk module provides GRC Suite users with most advance analytical tools in a single repository.

Specific details of risks such as:

Risk List + New Risk

description Sk ot Sigeh LD B 8

root cause RISK SHORT RISK CATEGORY

SR.NO RISK TYPE DESCIPTION RISK OWNER PROCESS L1 LEVEL 1 ROOT CAUSE KEY RISK START DATE RISK STATUS

26/04/2023 m I

categﬂries 1 Process risk Risk that the medical supplier Head-of Medical Devices Hospital  Health care Operational risk lﬁm
is not delivering as expected

Pl

Risk Dashboard Risk that BO application isgut ~ PCM_Director Banking Banking Operational risk [ No | 06/03/2023 | Existing |
of support from external
provider
impacted process
3 Risk Dashboard Cybersecyrity lapses IT_Director Banking Banking Operational risk 15/02/2023 m
I|kEI|hﬂUd, Im pﬂl:t 4 Risk Dashboard Inadequate Employees RISK_Director Banking Banking Dperational risk - 02/01/2023 m
raining
scn re! Etc- 5 Financial risk Counterparty risk RISK_Director Banking Banking Operational risk External Eveant - 02/01/2023 m
are stored and updated.
6 Project risk have £ authorized access CISO Insurance Insurance Operational risk - 31/01/2023

persons off at the same time

List view of all documents stored in the GRC Suite

A set of graphs and KPI's is available for users and management. It has been designed including “narrative” so that users can easily transfer identified by the tool
main observations directly and automatically to their management report.
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DATA BREACH MODULE

IN GRC SUITE

The list view of the Data Breach modules provide users with all entries recorded. This enables to update graphs and KPI's.
The list includes all relevant data fields included in the data breach detailed form.

Data Breach Home / Data Breach

Data Breach

# Moew Data Breach

Action - Data BrEHCh Detaiis Home / Data Breach / Data Breach Details
show 15 entries Search
DATA DATA BREACH DATA BREACH DATA PROCESSING CONTEXT TASK SIGN-OFF
SR. NO. D BREACH ID DATA BREACH TITLE CATEGORY OWNER DEPARTMENT
_ Are there “simple personal data” involved in the data breach?
1 1 DBIO0OGO0001 1 errpr | Personal data Jean-Louis Reynaert  Third Party
UYes @ No
2 10 DBI0000000010  tes Admin User Information Technaolog -
Is certain profiling possible on the basis of the "simple personal data” and/or the characteristics of the controller in relation to the social or
financial situation of the data subject?
3 ) DBI0000000001 test Financial data Admin User information Technolog )
Yes MO
Showing 1 to 3 of 3 entries Is certain profiling possible on the basis of the "simple personal data™ and/or the characteristics of the controller in relation to the heaith

status, sexual preferences, political or religious convictions of the data subject?

Yies Mo

Can the “simple personal data™ be critical to the personal safety or physical/psychological condition of the data subject?

Yes MO

The assessment of the severity of the data breach is based on questions included in the ENISA methodology.
An algorithm underlying questions is in place to calculate the exposure of the data breach.
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BIA MODULE

IN GRC SUITE

The purpose of the list view of the BCM Bl Assessment module is to show to users (Process Owners) all information included in their

Business Impact Assessments, including their attributes.
Information on the threats and scoring that could lead to remediation actions (Tasks).

BCM Bl Assessment Mo | RO i Arserument

BCM Bl Assessment

BCM Bl Assessrment List

E=nfrirm Taarct r. '1'- = - o Skl ki e nich
AT I - o
+ New BCM Bl Assessment R—
—y -
| W F CHE AR Wi T REAN AT I MERRETILY) PR
44 T B P Ol 0% Mol gl od Al D s mlon gt LR Ty S s o TS M [ b Haghf L e b i
e COLAGLED SR S G
EEORCELE I e el e e e T oy
T M B OOk HOE T 2ol BOSIADCS raaad-ol T Fsodpeiad [ B O T R T Qrdais Ha g (e bt _
L |
Py @10
BCWAD A D00l 1 ik REGE, [hiwoion farding ] Arps onag rutue eyt 1 50T QeI faskng = Metail
R ETeerE (H1NI0T] PERRR
ﬁ‘f-."‘-'.-.':'..-i"‘.c'; gl o lammarrs pr
B N FRA D NC TRl 1 Sccoignpng S0l BE AiTna e a0-of LD e B o ] LifpCa_ A ooanimg (- ig T ing QR0 LTI P T ] Lingie
St |
B AL [ F =, a0 0 R L] PO Dhrecios Bnki=g ] Faprraal & Corsh Wapupprimars 2 2D [ Pl b Barkwrg 000 Aetall
Slanarcoet S0l B
et R T
» BT LAR A D000 B Bk Gl sjeruin TP CEQ Rl BlE gt A TN 0201 LGLITLF (e i Linads o ol waali favjeprite? 8l

LD LR S S AT TR L ]

Showesrsg | 0o A4 ol &4 erirees .

The detailed form is used to create new BCM BIA entry with all relevant information to be introduced by users.
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THIRD PARTY MODULE

IN GRC SUITE

Third Party Risk Management (TPRM) Tool helps to fortify your organization against unforeseen risks while fostering secure and
productive partnerships with your external service providers

EERIIC Third Party Details e 7 Thrd party g £ T Pty Coto

—— " TPOOMRECTIONS THEID PARTY ASSESTMERT  TASK COMPLUNTS  DATAPROCESSDE | COMMINTS  CORTERANT

ArLachamert calegary

m THUMERAIL VIEYW TF GDPE LIST VIEW

Third party list

a3l il mE
L] L -
R 22 m
TR T PARTY Cﬁj
EEPRETINTATE AFPEELENTATIVE TRESEN PARTY 1
= MO u] TuimD FARTY FiARE THIRD FARTY 1D B RETENG A FUSCTION BUTEESS DR DEPARTRAL WY TVETTRA AN vy el o i H
frwgy aral BPEE @ Ml bawe o CRCA
VRO ABC g e R | RIS Dhrector Bariking Rek nageTant Acmounting ¥
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Key Features and Benefits:
Enhanced Risk Visibility, Improved Compliance for Outsourcing Services, Cost Reduction, Reputation Protection and Strategic

Decision-Making
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The list view of the Outsourcing Risk Assessment (ORA) module provide users with all entries recorded. This enables to update graphs

and KPI's.

The list includes all relevant data fields included in the ORA detailed form. Mo <][m 8] s

Outsourcing Risk Assessment
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OUTSOURCING RISK ASSESSMENT

MODULE IN GRC SUITE

ORA Details
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The detailed form is used to create new Outsourcing risk assessment entry with all relevant information to be introduced by users.
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CYBER SECURITY MODULE

IN GRC SUITE

Grace Connect GRC Suite includes a set of modules dedicated to the management of Cyber Security risks.

A maturity assessment enables to focus on areas to reinforce in the short term and design a roadmap to increase the maturity for
Cyber security in the long term.

Cyber security incidents are logged in a dedicated module and Cyber threats are monitored on a frequent basis to ensure that the
organization is aware of possible threats arising from the cyberspace.

Threat Radar EERERER o  Trro Radar Lst
Threat Type System per department
o * The Cyber security module is fully aligned with
. Information Security CIA classification and is
applicable to all systems stored in the GRC
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- + Possibility to have a Cyber Security maturity
assessment stored and mapped out with Grace
w Connect Task tracking module.
m
; - 4 4 .
g = M S— SR Search n B B = | B -
: ' 1 1
SR NG [|5] CO0E TITLE BAIN CALEE THREAT TYRE THF - - _ - ———  ——
S T & & o & & Cyber security module
RS TROOOODOOODE - Mass aurveiliangs i Technoly dcveruarial g 1" i '-".':" y ! i -
: o & & o F can be linked with CTI feeds
3 7 TROOOOOO0O0Z4  Ouarfurm tormasing  Technology Bcodete o e q.,:f' - 4=
& & & (through API)
26 TROOO0O00002T  Suppichsin arscis Tarhnoiogy Apcidsrs inc ‘1‘ {'} ..l?q;::.ﬁ-
h
TROGOOOOOOOYS.  Cypioblining lcking Technoiogy Acheerearial Inc q‘ll:::"".
A 24 TROOO0ODOO0ZT Criming act Humén Adyeraris| 1y
73 TROCOODOOOOZD ©  Sysieen fainre HASW  Technology hdversacial Ing
& 7 d TROOOOOO0O01S . Sagoipee Technoiogy Agyersaris ing
TROOOOOOOO0TE WNES mescongucs Human bghrersacisi

List of all Systems stored in the GRC Suite
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DATA PROTECTION MODULES

CONNECT

IN GRC SUITE

Grace Connect GRC Suite includes a full set of modules dedicated to the management of Data Privacy risks.

A Registry of Processing Activities (“ROPA”) is included in the GRC Suite, with the aim to collect all relevant information on data processed
on main activities. A module is designed to perform a Data Protection Impact Assessment (“DPIA”), which is required any time a new
project is started to identify and assess risks related to sensitive information. A specific GDPR compliancy assessment module is also
integrated in the GRC Suite.

u Do you systematically observe, monitor or control individuals (including data collected e VNN A AN S Ee Tl TASK  ATTACHMENTS  SIGN-OFF

through networks or "a systematic monitoring of a publicly accessible area”) ?

Q Yes NO Overview - Data protection principles

m Do you process personal data on a large scale (= large volume of data) taking into
account the below four criteria?
Following factors should be considered when determening wether the processing is Compliant
carried out on a large scale:
1. Number of impacted data subjects
2. Volume of data and/or the range if different data items being processed
3. Duration, or permanence, of the data processing activity Partially Compliant Compliant
4. Geographical extent of the processing activity '

Fairness, lawfulness and transparency Purpose Limitation

I:-r|m|:'.||i._=4r|r_

Data Minimisation Accuracy

Q Yes Mo Data Retention Data Security

i i - - Compliant “ompliant
_ Does the process involve you using new technology, defined in accordance with the ~ompliar

achieved state of technical knowledge, that may be perceived as privacy-intrusive 7

Yes @) No

Accountability Cross-border transfer of personal data

Compliant

“ Will the processing activity itself prevent data subjects from exercising a right or using a
service or a contract 7 Processors & third parties

Yes @) No Not Applicable

DPIA quick scan score Score data protection principles

High - Madiin

Example of questions raised in the DPIA module Example of GDPR compliance dashboard
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EFFECTIVE DECISION MAKING

RELYING ON TASKS MODULE

The graph below illustrates the full capacity of the GRC Suite - actions (“Tasks”) initiated in any modules are stored and tracked centrally
and are accessible through a single point of control within the tool.

This holistic view on Tasks provides users and management a clear insight on effort, workload, and remediations.
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Tasks are generated from all modules, when actions have to be taken, The breakdown per module sources

shows that with <30> entries, the <DQ Self assessment> module has generated the highest number of tasks.

A

Graph view with number of Actions in the GRC Suite originated by all modules

Silo-oriented organizations often rely on stand-alone monitoring of their actions, as they are originated for a specific purpose. The GRC Suite is designed to use all
information to enable a comprehensive but effortless tracking of actions and timely resolution.
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CONNECT

SECURITY EMBEDDED IN GRACE

CONNECT GRC SUITE

Information stored in the GRC tool can be classified as highly confidential, therefore the GRC Suite is desighed based on latest security

technologies enabling a controlled use of the tool.
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Users profile list
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Dedicated interface for user administration

Entry screen with individual user recognition
User rights management is based on Identity and Access Management (IAM) principles, which are core in the Information Security domain. This approach
ensures that the GRC Suite provides the right information to the right person. The GRC Suite is designed to be plugged in the client’'s Active Directory ensuring a

secured synchronization.




Veronika ZUKOVA

Contact details

(% +352691615 216 | @ veronika.zukova@gracegrc.com | @ www.gracegrc.com
0 Grace Connect SARL 9, rue du Laboratoire, 1911 Luxembourg

Additional notes:

« A free-demo of the software (in its current version and as included in this presentation) is directly available for clients, upon demand. For further information or
enquiries, please contact your local distributor or representative of Grace Connect SARL directly.

- The content of this presentation belongs to Grace Connect SARL, any reproduction in full or in part is subject to prior explicit consent of Grace Connect SARL.






